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QUESTION 1

Refer to the exhibit. An engineer is analyzing a .LNK (shortcut) file recently received as an email attachment and
blocked by email security as suspicious. What is the next step an engineer should take? 

A. Delete the suspicious email with the attachment as the file is a shortcut extension and does not represent any threat. 

B. Upload the file to a virus checking engine to compare with well-known viruses as the file is a virus disguised as a
legitimate extension. 

C. Quarantine the file within the endpoint antivirus solution as the file is a ransomware which will encrypt the documents
of a victim. 

D. Open the file in a sandbox environment for further behavioral analysis as the file contains a malicious script that runs
on execution. 

Correct Answer: D 

 

QUESTION 2
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Refer to the exhibit. What should be determined from this Apache log? 

A. A module named mod_ssl is needed to make SSL connections. 

B. The private key does not match with the SSL certificate. 

C. The certificate file has been maliciously modified 

D. The SSL traffic setup is improper 

Correct Answer: D 

 

QUESTION 3

Which technique is used to evade detection from security products by executing arbitrary code in the address space of a
separate live operation? 

A. process injection 

B. privilege escalation 

C. GPO modification 

D. token manipulation 
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Correct Answer: A 

Reference: https://attack.mitre.org/techniques/T1055/ 

 

QUESTION 4

Refer to the exhibit. After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection
system. The attack exploited a vulnerability in a business critical, web-based application and violated its availability.
Which two migration techniques should the engineer recommend? (Choose two.) 

A. encapsulation 

B. NOP sled technique 

C. address space randomization 

D. heap-based security 

E. data execution prevention 

Correct Answer: CE 

 

QUESTION 5
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Refer to the exhibit. What is the IOC threat and URL in this STIX JSON snippet? 

A. malware; `http://x4z9arb.cn/4712/\\' 

B. malware; x4z9arb backdoor 

C. x4z9arb backdoor; http://x4z9arb.cn/4712/ 

D. malware; malware--162d917e-766f-4611-b5d6-652791454fca 

E. stix; `http://x4z9arb.cn/4712/\\' 

Correct Answer: D 

 

QUESTION 6

DRAG DROP 

Drag and drop the cloud characteristic from the left onto the challenges presented for gathering evidence on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 7

What is the goal of an incident response plan? 

A. to identify critical systems and resources in an organization 

B. to ensure systems are in place to prevent an attack 
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C. to determine security weaknesses and recommend solutions 

D. to contain an attack and prevent it from spreading 

Correct Answer: D 

Reference: https://www.forcepoint.com/cyber-edu/incident-response 

 

QUESTION 8

Refer to the exhibit. Which element in this email is an indicator of attack? 

A. IP Address: 202.142.155.218 

B. content-Type: multipart/mixed 

C. attachment: "Card-Refund" 
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D. subject: "Service Credit Card" 

Correct Answer: C 

 

QUESTION 9

An engineer received a report of a suspicious email from an employee. The employee had already opened the
attachment, which was an empty Word document. The engineer cannot identify any clear signs of compromise but while
reviewing running processes, observes that PowerShell.exe was spawned by cmd.exe with a grandparent winword.exe
process. What is the recommended action the engineer should take? 

A. Upload the file signature to threat intelligence tools to determine if the file is malicious. 

B. Monitor processes as this a standard behavior of Word macro embedded documents. 

C. Contain the threat for further analysis as this is an indication of suspicious activity. 

D. Investigate the sender of the email and communicate with the employee to determine the motives. 

Correct Answer: A 

 

QUESTION 10

A security team detected an above-average amount of inbound tcp/135 connection attempts from unidentified senders.
The security team is responding based on their incident response playbook. Which two elements are part of the
eradication phase for this incident? (Choose two.) 

A. anti-malware software 

B. data and workload isolation 

C. centralized user management 

D. intrusion prevention system 

E. enterprise block listing solution 

Correct Answer: CD 

 

QUESTION 11

DRAG DROP 

Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right. 

Select and Place: 
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Correct Answer: 

Reference: https://subscription.packtpub.com/book/networking_and_servers/9781789344523/1/ch01lvl1sec12/network-
forensics-investigation-methodology 

 

QUESTION 12
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Refer to the exhibit. Which encoding technique is represented by this HEX string? 

A. Unicode 

B. Binary 

C. Base64 

D. Charcode 

Correct Answer: B 

Reference: https://www.suse.com/c/making-sense-hexdump/ 

 

QUESTION 13

An "unknown error code" is appearing on an ESXi host during authentication. An engineer checks the authentication
logs but is unable to identify the issue. Analysis of the vCenter agent logs shows no connectivity errors. What is the next
log file the engineer should check to continue troubleshooting this error? 

A. /var/log/syslog.log 

B. /var/log/vmksummary.log 

C. var/log/shell.log 

D. var/log/general/log 

Correct Answer: A 

Reference: https://docs.vmware.com/en/VMware-
vSphere/6.7/com.vmware.vsphere.monitoring.doc/GUID-832A2618-6B11-4A28-9672-93296DA931D0.html 
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