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QUESTION 1

Which two loT environment layers are protected by ISE? (Choose Two) 

A. Endpoints 

B. Internet/Cloud 

C. Things 

D. Control Layer 

E. Access Points 

Correct Answer: BC 

 

QUESTION 2

What are two features of Advanced Malware Protection AMP? (Choose Two) 

A. Automated Policy Management 

B. File Retrospection and Trajectory 

C. Dynamic Malware Analysis 

D. Automatic Behavioral Authorization 

E. Local Threat intelligence 

Correct Answer: BC 

 

 

QUESTION 3

Which Tetration feature enforces consistent allow list policy access on premises data centers and pubic clouds to
enable zero trust using application segmentation? 

A. application access control 

B. trusted access segmentation 

C. automatic block listing 

D. Enable a zero-trust model 

Correct Answer: D 

https://www.cisco.com/c/en_au/products/data-center-analytics/tetration- analytics/index.html#~stickynav=1 
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QUESTION 4

What are two reasons why perimeter-based network security is no longer sufficient? (Choose Two) 

A. More users 

B. More IT professionals 

C. More devices 

D. More networks 

E. More vulnerabilities 

Correct Answer: AC 

 

QUESTION 5

Which three customer business objectives does Cisco\\'s Advanced Threat solutions address? (Choose Three) 

A. Lower TCO through intelligent API management 

B. Visibility and control with a managed environment 

C. Accelerated firewall implementation 

D. Complete protection with holistic defense 

E. Comprehensive support with flexible solutions 

F. Secure communications with advanced access 

Correct Answer: BDE 

 

QUESTION 6

What is used to reduce attack surfaces? 

A. Remediation 

B. Segmentation 

C. Device trust 

D. Access 

Correct Answer: B 

 

QUESTION 7
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What is one of the key features of Cognitive Intelligence? 

A. It enables greater threat intelligence with entity modeling 

B. It enhances anonymity with URL filtering 

C. It enables safe email usage with event analytics 

D. Allows visibility into anonymous and encrypted communications 

Correct Answer: D 

 

QUESTION 8

Which two loT environment layers are protected by Stealthwatch? (Choose Two) A. Things 

B. Control Layer 

C. Endpoints 

D. Internet/Cloud 

E. Access Points 

Correct Answer: AB 

 

QUESTION 9

What does remote access use to verify identity? 

A. MFA 

B. AMP for Endpoints 

C. Remote Access VPN 

D. Agents 

Correct Answer: A 

 

QUESTION 10

Which attack vector is protected by Email Security? 

A. Endpoints 

B. Voicemail 

C. Mobile 

D. Web 
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Correct Answer: A 

 

QUESTION 11

How do AMP file trajectory capabilities help customers deal with malware? 

A. tracks suspicious fie across the network to determine the scope of an outbreak 

B. regulates device access to malicious files on the network 

C. eliminates malicious files from company and personal devices 

D. tracks a file before it enters the network 

Correct Answer: A 

 

QUESTION 12

Which two attack vectors are protected by NGFW? (Choose Two) 

A. Mobile 

B. Email 

C. Cloud 

D. Web 

E. Data Center 

Correct Answer: CE 

 

QUESTION 13

What two areas present a security challenge for customers? (Choose Two) 

A. OT environments 

B. Email 

C. Corporate printers 

D. IT departments 

E. loT devices 

Correct Answer: BE 
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